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Government & Academic Research 

Confidentiality and Privacy Protections
The documents described in this section related to communications to human subjects are provided in English to English speakers and in Spanish for respondents recruited for  KnowledgePanel Latino.  The documents shown in this section are in English.  The Spanish Language documents are available upon request.
Confidentiality Agreement with Panelists 

Survey responses are confidential, with identifying information never revealed without respondent approval.  When surveys are assigned to KnowledgePanel Members, they receive notice in their password protected e-mail account that the survey is available for completion.  Surveys are self-administered and accessible any time of day for a designated period.  Participants can complete a survey only once.  Members may leave the panel at any time, and receipt of the laptop and Internet service is not contingent on completion of any particular survey.

All KN panelists, when joining the panel, are given a copy of the Privacy and Term of Use Policy.  The privacy terms are also available electronically at all times to panelists via the Panel Member website.  The Privacy and Terms of Use Policy is posted at http://www.knowledgenetworks.com/info/about/privacy.html and is shown as Attachment A.   
Obtaining Consent for Specific Online Surveys 

On rare occasions, Human Subjects Review Committees have required that KN obtain informed consent for a specific survey.  When required to do so, KN recommends that the below form be used to obtain online consent before self-administration of the survey itself.

	Recommended Online Consent Form for Sensitive Item Studies

Thank you for continuing to be part of the KnowledgePanel®.  This survey asks about [FILL IN CONTENT TOPIC].
This survey is being conducted by [ORGANIZATION / NOTE FUNDER IF APPOPRIATE].  The study will help researchers understand [RESEARCH OBJECTIVES].  

As with all Knowledge Networks surveys, your response to this survey, or any individual question on the survey, is completely voluntary.  You will not be individually identified and your responses will used for statistical purposes only.

If you have questions about your rights as a participant in this survey, or are dissatisfied at any time with any aspect of the survey, you may contact Knowledge Networks at 800-782-6899. 

[CONTINUE]

(THIS IS A BUTTON THAT TAKES RESPONDENT TO SURVEY)




Procedures for Obtaining Consent for Surveys with Minors

For surveys to be conducted with teens age 13 to 17, KN has on some occasions been required to obtain informed consent from both the parents and legal guardians as well as from the teen research subjects themselves.  This has occurred when the survey questionnaire involves items deemed highly sensitive by the IRB.  In other situations, online informed consent has not been required in a study-specific request.  In these cases, the procedure that KN employs for obtaining consent at the time of panel recruitment is deemed sufficient.  In that procedure employed during the panel recruitment interview, the parent or legal guardian of teens is asked for permission for KN to conduct online surveys.

There are three attachments to this document on this topic:

Attachment C:  Recruitment Module in Recruitment Interview Script for Obtaining Parental/Legal Guardian Consent to Include Teens Age 13 to 17 for KnowledgePanel Surveys
Attachment D:   Survey-Specific Online Consent Form for Obtaining Informed Consent from Parents & Legal Guardians For Conducting a Survey with Teens Age 13 to 17

Attachment E:   Survey-Specific Online Consent Form for Obtaining Informed Consent from Teen Research Subjects (Age 13 to 17)
Standard Email Invitation Sent to KnowledgePanel® Respondents

Below is the standard email invitation that KN uses for inviting respondents to participate in KnowledgePanel surveys.  The email invitation below has text-substitution fills that are filled in by the survey system.  The “ANO” is the project survey number embedded in the survey invitation subject line; this email subject line may be customized for the specific survey project.  The text of the email may also be customized for the specific project.
	Standard Email Invitation

SUBJECT LINE: Your Latest KnowledgePanel Survey (%%ANO%%).

TEXT OF EMAIL: Dear %%firstname%%,

 

Thanks for being an integral part of KnowledgePanel®!  Your latest survey can be accessed by clicking the following link:

 

">Click Here to Start Survey<

 (If it does not work automatically from email, please copy the below link to your Internet browser).

 %%Link%%

 

Our Panel Member Support Center is available if you have questions or comments.  You can contact us at our toll free 1-800-782-6899 number, or simply reply to this email invitation.  In order to better serve you, please be sure to include reference <span class="bold">#(%%ANO%%)</span> in the Subject of your message.  We are always happy to hear from you!

 

Thanks,

KnowledgePanel Support Team

http://www.knowledgepanel.com">www.knowledgepanel.com

This email was intended for %%firstname%%.



Other Respondent Materials
Attachment B is the content of the advance letter mailed to respondents prior to contacting the household by phone.  The letter is mailed to sampled cases for which an address can be identified.

Data and Record Storage

All personally identifying records are kept secured in a separate office in the Informational Technology section of the main offices in Menlo Park, CA, and all data transfers from WebTV units and personal computers (both used for survey administration) to the main servers pass through a firewall.  Knowledge Networks never provides any respondent personal identifiers to any client or agency without the explicit and informed consent provided by the sampled Panel Members.  Unless explicitly permitted as documented in a consent form, no personally identifying information will be provided to any parties outside Knowledge Networks in combination with the survey response data.

All electronic survey data records are stored in a secured database that does not contain personally identifying information.  The staff members in the Panel Relations and Statistics departments, who have access to the personally identifying information, do not have access to the survey response data, with the exception of the aforementioned database and IT administrators who must have access to maintain the computer systems, do not have access to the personally identifying information.  The secured database contains field-specific permissions that restrict access to the data by type of user, as described above, preventing unauthorized access.

The survey response data are identified only by an incremented ID number.  The personally identifying information are stored in a separate database that is accessible only to persons with a need to know, as described above.
The survey data extraction system exports only anonymized survey data identified only by the Panel Member ID number.  The data analysts with access to the survey data extraction system, as they do not have access to personally identifying information, cannot join survey data to personally identifying data.  Panel Relations and Statistics staff members do not have access to the survey data extraction system, and therefore cannot join survey data to personally identifying data.

As part of our work in conducting conducted in support of FDA applications, Knowledge Networks has implemented Good Clinical Practice guidelines to assure compliance with FDA requirements for systems documentation and privacy of stored survey data.  Consequently, a system of standard operating procedures is in place for documenting all processes relating to maintaining confidentiality and privacy of the identities of Panel Members.

Knowledge Networks retains the survey response data in its secure database after the completion of a project.  These data are retained for purposes of operational research, such as studies of response rates and for the security of our customers who might request at a later time additional analysis, statistical adjustments, or statistical surveys that would require re-surveying research subjects as part of validation or longitudinal surveys.
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